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Period for Reply 



A SHORTENED STATUTORY PERIOD FOR REPLY IS SET TO EXPIRE 3 MONTH(S) OR THIRTY (30) DAYS, 
WHICHEVER IS LONGER, FROM THE MAILING DATE OF THIS COMMUNICATION. 

- Extensions of time may be available under the provisions of 37 CFR 1 .136(a). In no event, however, may a reply be timely filed 
after SIX (6) MONTHS from the mailing date of this communication. 

- If NO period for reply is specified above, the maximum statutory period will apply and will expire SIX (6) MONTHS from the mailing date of this communication. 

- Failure to reply within the set or extended period for reply will, by statute, cause the application to become ABANDONED (35 U.S.C. § 133). 
Any reply received by the Office later than three months after the mailing date of this communication, even if timely filed, may reduce any 
earned patent term adjustment. See 37 CFR 1 .704(b). 

Status 

I) 13 Responsive to communication(s) filed on 17 October 2001 . 
2a)\3 This action is FINAL. 2b)I3 This action is non-final. 

3) n Since this application is in condition for allowance except for fomnal matters, prosecution as to the merits is 

closed in accordance with the practice under Ex parfe Quayle, 1935 CD. 11, 453 O.G. 213. 

Disposition of Claims 

4) 13 Claim(s) 1-12 and 18-27 is/are pending in the application. 

4a) Of the above claim(s) is/are withdrawn from consideration. 

5) 0 Claim(s) is/are allowed. 

6) 3 Claim(s) 1-12 and 18-27 is/are rejected. 
?)□ Claim(s) is/are objected to. 

8) D Claim(s) are subject to restriction and/or election requirement. 

Application Papers 

9) 13 The specification is objected to by the Examiner. 

10)13 The drawing(s) filed on 17 October 2001 is/are: a)n accepted or b)3 objected to by the Examiner. 
Applicant may not request that any objection to the drawing(s) be held in abeyance. See 37 CFR 1.85(a). 
Replacement drawing sheet(s) including the correction is required if the drawing(s) is objected to. See 37 CFR 1.121(d). 

II) D The oath or declaration is objected to by the Examiner. Note the attached Office Action or form PTO-152. 

Priority under 35 U.S.C. § 119 

12)0 Acknowledgment is made of a claim for foreign priority under 35 U.S.C. § 1 19(a)-(d) or (0- 
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1 .□ Certified copies of the priority documents have been received. 

2. n Certified copies of the priority documents have been received in Application No. . 

3. n Copies of the certified copies of the priority documents have been received in this National Stage 

application from the Intemational Bureau (PCT Rule 17.2(a)), 
* See the attached detailed Office action for a list of the certified copies not received. 
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DETAILED ACTION 
Election/Restrictions 

1 . Applicant's election without traverse of claims 1 -1 2 and 1 8-21 in the reply filed on 
3 November 2005 is acknowledged. 

Information Disclosure Statement 

2. The examiner has considered the information disclosure statement (IDS) 
submitted on 27 February 2002. 

Drawings 

3. Figure 1 A should be designated by a legend such as -Prior Art- because only 
that which is old is illustrated. See MPEP § 608.02(g). Corrected drawings in 
compliance with 37 CFR 1.121(d) are required in reply to the Office action to avoid 
abandonment of the application. The replacement sheet(s) should be labeled 
"Replacement Sheet" in the page header (as per 37 CFR 1 .84(c)) so as not to obstruct 
any portion of the drawing figures. If the changes are not accepted by the examiner, the 
applicant will be notified and informed of any required corrective action in the next Office 
action. The objection to the drawings will not be held in abeyance. 

Specification 

4. The reference to application 09/675,570 should be updated to include the patent 
number. 

5. The disclosure is objected to for typographical errors. For example, page 2 line 
23 recites, "Further, and RC4 and SEAL". The first "and" seems to be a type. The 
lengthy specification has not been checked to the extent necessary to determine the 
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presence of all possible minor errors. Applicant's cooperation is requested in correcting 
any errors of which applicant may become aware in the specification. 
Appropriate correction is required. 

6. The disclosure is further objected to because it contains an embedded hyperlink 
and/or other form of browser-executable code (page 3 line 4 for example). Applicant is 
required to delete the embedded hyperlink and/or other form of browser-executable 
code. SeeMPEP§ 608.01. 

Claim Rejections - 35 USC §112 

7. The following is a quotation of the second paragraph of 35 U.S.C. 112: 

The specification shall conclude with one or more claims particularly pointing out and distinctly 
claiming the subject matter which the applicant regards as his invention. 

8. Claims 1,12,18,19, and 20 provide for the use of the invented key stream 
system, but, since the claim does not set forth necessary steps involved in the 
method/process, it is unclear what method/process applicant is intending to encompass. 
A claim is indefinite where it merely recites a use without any active, positive steps 
delimiting how this use is actually practiced. The claim merely states that a key can be 
updated with forward security, without relying on a key management process, and that 
determining another key is infeasible, but does not provide the steps to make all these 
limitations possible. 

9. Claims 1, 12, 18, 19, and 20 are rejected under 35 U.S.C. 101 because the 
claimed recitation of a use, without setting forth any steps involved in the process, 
results in an improper definition of a process, i.e., results in a claim which is not a 
proper process claim under 35 U.S.C. 101 . See for example Ex parte Dunki, 153 
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USPQ 678 (Bd.App. 1967) and Clinical Products, Ltd. v. Brennen 255 F. Supp. 131, 
149 USPQ 475(D.D.C. 1966). 

10. Claims 1-12 are further rejected under 35 U.S.C. 1 12, second paragraph, as 
being indefinite for failing to particularly point out and distinctly claim the subject matter 
which applicant regards as the invention. 

1 1 . Claim 1 recites the limitation "such forward secrecy". There is insufficient 
antecedent basis for this limitation in the claim. The claims, as well as the specification 
seem to interchange the terms forward security and forward secrecy without distinction. 

12. The term "computationally infeasible" in claims 1, 12, 18, 19, and 20 is a relative 
term which renders the claim indefinite. The term " computationally infeasible " is not 
defined by the claims, the specification does not provide a standard for ascertaining the 
requisite degree, and one of ordinary skill in the art would not be reasonably apprised of 
the scope of the invention. Further it is unclear how it could be infeasible to create a key 
from 3 numbers, for example, they could all be appended to one another, and that could 
be used as another key. This limitation has been given no patentable weight. 

13. Claims 1, 12, 18, 19, and 20 recite the limitation, "without relying on a key 
management process". Claim 2, for example, discloses that the keys are stored in a 
tree. It is unclear how this is not a key management process. 

Claim Rejections - 35 USC § 102 

14. The following is a quotation of the appropriate paragraphs of 35 U.S.C. 102 that 
form the basis for the rejections under this section made in this Office action: 

A person shall be entitled to a patent unless - 
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(b) the invention was patented or described in a printed publication in this or a foreign country or in public 
use or on sale in this country, more than one year prior to the date of application for patent in the United 
States. 

15. Claims 1, 12, 18, 19, and 20, as best understood, are rejected under 35 
U.S.C. 102(b) as being anticipated by Bellare et aL, in Forward Integrity For Secure 
Audit Logs. 

With regard to claims 1, 12, 18, 19, and 20, Bellare discloses a method of 
generating a key with forward security (page 6 paragraph beginning "hoW) including, 
receiving a location value that identifies a location of the segment within the key stream 
(epoch number, pages 6-7), generating an updated key corresponding to the identified 
segment ("i" in page 6) with forward security (page 6 paragraph beginning "hov^'), but 
without key management. 

Double Patenting 

16. A rejection based on double patenting of the "same invention" type finds its 
support in the language of 35 U.S.C. 101 which states that "whoever invents or 
discovers any new and useful process ... may obtain a patent therefor ..." (Emphasis 
added). Thus, the term "same invention," in this context, means an invention drawn to 
identical subject matter. See Miller v. Eagle Mfg. Co., 151 U.S. 186 (1894); In re 
Ockert, 245 F.2d 467, 114 USPQ 330 (CCPA 1957); and In re Vogel, 422 F.2d 438, 164 
USPQ 619 (CCPA 1970). 

A statutory type (35 U.S.C. 101) double patenting rejection can be overcome by 
canceling or amending the conflicting claims so they are no longer coextensive in 
scope. The filing of a terminal disclaimer cannot overcome a double patenting rejection 
based upon 35 U.S.C. 101. 

17. Claims 1-2 and 18-27 are directed to the same invention as that of claims 1-62 of 
commonly assigned patent 6,862,354. The issue of priority under 35 U.S.C. 102(g) and 
possibly 35 U.S.C. 102(f) of this single invention must be resolved. 
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Since the U.S. Patent and Trademark Office normally will not institute an 
interference between applications or a patent and an application of common ownership 
(see MPEP § 2302), the assignee is required to state which entity is the prior inventor of 
the conflicting subject matter A terminal disclaimer has no effect in this situation since 
the basis for refusing more than one patent is priority of invention under 35 
U.S.C. 102(f) or (g) and not an extension of monopoly. 

Failure to comply with this requirement will result in a holding of abandonment of 
this application. 

18. Claims 1-12 and 18-27 are rejected under 35 U.S.C. 101 as claiming the same 
invention as that of claims 1-62 of prior U.S. Patent No. 6,862,354. This is a double 
patenting rejection. 

Conclusion 

1 9. Any inquiry concerning this communication or earlier communications from the 
examiner should be directed to Jacob Lipman whose telephone number is 571-272- 
3837. The examiner can normally be reached on M-Th 7 AM-3 PM. 

If attempts to reach the examiner by telephone are unsuccessful, the examiner's 
supervisor, Gregory Morse can be reached on 571-272-3838. The fax phone number 
for the organization where this application or proceeding is assigned is 571-273-8300. 
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Information regarding the status of an application may be obtained from the 
Patent Application Information Retrieval (PAIR) system. Status information for 
published applications may be obtained from either Private PAIR or Public PAIR. 
Status information for unpublished applications is available through Private PAIR only. 
For more information about the PAIR system, see http://pair-direct.uspto.gov. Should 
you have questions on access to the Private PAIR system, contact the Electronic 
Business Center (EBC) at 866-217-9197 (toll-free). 



JL 




SmsmSM PAT.-: - TT.^/!'^SR 
TECHNOLOGY CZIyltri 2.C0 



